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Abstract 

Skin cancer is one of the most common and deadly types of cancer globally, and early 

detection is crucial for improving survival rates. However, many people lack access to 

dermatologists or hesitate to share medical data due to privacy concerns. This project 

addresses these challenges by developing Skinalyzer, a desktop-based AI application that 

performs skin lesion classification using federated learning and incremental learning 

techniques. 

The system is trained on the HAM10000 and ISIC2019 datasets without centralizing user 

data, thereby preserving privacy. Users can securely register, upload skin images, and receive 

real-time predictions of lesion type, confidence score, and risk level. A built-in validator 

ensures the input image is suitable for analysis, and users can review their past results for 

self-monitoring. 

Key findings from this study show that combining federated and incremental learning enables 

continuous model improvement while maintaining data privacy. Additionally, the intuitive 

interface makes the technology accessible to non-expert users. Overall, Skinalyzer 

demonstrates how privacy-aware AI can assist in medical diagnostics and serve as a 

foundation for future healthcare applications. 

 

Key words: 

Federated Learning, Skin Cancer Detection, Medical Image Analysis, Incremental Learning, 

AI in Healthcare 
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1.​   Introduction 

1.1​ Company Background 
The Skinalyzer project was developed by a team of computer engineering students 
focused on combining medical data with artificial intelligence for social good. Although 
not a commercial entity, the team operates as an academic initiative aiming to 
demonstrate the feasibility and potential of federated learning and incremental learning 
in the medical domain. The project aligns with the increasing global interest in 
privacy-aware, AI-assisted health applications. 

1.2​ Problem Statement 
Skin cancer is a growing public health concern worldwide. Millions of people are at risk 
due to limited access to dermatologists, especially in rural or underserved areas. Early 
detection is vital, but not always feasible due to constraints in healthcare infrastructure. 
Moreover, privacy concerns often prevent the sharing of medical data for training robust 
machine learning models. 

 

1.3​ Background or Related Work 
Previous studies have used centralized deep learning models trained on datasets like 
HAM10000 and ISIC2019 for skin lesion classification. While these models achieved 
high accuracy, they required sensitive patient data to be collected in one location, which 
raises ethical and legal concerns. Recent advancements in federated learning offer a new 
paradigm where models can be trained across decentralized devices without transferring 
raw data, addressing privacy concerns. However, combining this with incremental 
learning and building a usable desktop interface is still relatively unexplored. 

1.4​ Solution Statement 
Our solution, Skinalyzer, is a desktop application that enables users to upload skin 
lesion images, receive real-time AI-based analysis, and track their analysis history 
securely. It uses federated learning to train the model across multiple clients without 
centralizing user data, and employs incremental learning to gradually improve the 
model using new data from ISIC2019. This ensures both adaptability and data privacy. 
The interface is intuitive and supports features like login/registration, skin color 
selection, image upload, lesion prediction, and analysis history viewing. 

1.5​ Contribution 

●​ We developed a complete desktop-based AI application for skin lesion detection using 
federated learning.​
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●​ We integrated incremental learning to allow the model to adapt to new datasets over 
time (HAM10000 → ISIC2019).​
 

●​ We implemented a secure user system with hashed passwords and role-based access.​
 

●​ We designed a validator module to pre-check images before model inference to ensure 
validity.​
 

●​ We provided a modular and extensible architecture that can serve as a foundation for 
future research or real-world deployment. 
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2.​ Literature Review 

Abstract 

This project aims to develop a more sensitive and scalable machine learning model by 
combining incremental learning and federated learning techniques, focusing on skin 
cancer detection. Incremental learning allows the model to increase its accuracy as new 
data streams are integrated; thus, the model is updated as new images are added, 
improving its performance. Federated learning, on the other hand, enables processing in a 
distributed manner without transferring the data to a central server, protecting user 
privacy and allowing the model to be updated on various devices. The ISIC 2019 Skin 
Lesion Images for Classification and HAM10000 datasets used in our study provide a 
large sample of skin lesions that help the model recognize different types of skin cancer. 
These methods ensure that the model is privacy-aware and continuously updatable, while 
encouraging the effective use of AI-supported diagnostic systems in the healthcare field. 
As a result, this project aims to make an innovative contribution to personalized and 
sensitive diagnoses by integrating dynamic and reliable AI solutions into healthcare 
technologies. 

Introduction 

In recent years, advances in the field of artificial intelligence have caused radical changes 
in many areas, especially in the healthcare sector. Artificial intelligence technology 
enables diseases to be diagnosed quickly and with high accuracy rates by utilizing big 
data. Artificial intelligence algorithms, especially in the detection of abnormalities such 
as tumors, lesions, and aneurysms, enable images to be evaluated more quickly and 
precisely. In our graduation project, we plan to use incremental learning and federated 
learning techniques in skin cancer diagnosis; because incremental learning increases 
diagnostic accuracy by allowing the model to be constantly updated, while federated 
learning protects patient privacy by enabling transactions between devices without 
transferring data to a central server. Processing of image data enables detailed analysis of 
skin lesions, contributing to the accurate recognition of different types of skin cancer, and 
supports the training of the model with a wide range of data. These two methods allow 
the model to be trained on various datasets while preserving the confidentiality of the 
data, thus strengthening its capacity to recognize different types of skin cancer and 
providing a more scalable structure. 

Incremental Learning 

Incremental Learning is a machine learning technique that enables a model to learn 
continuously by incorporating new data over time without retraining from scratch. Unlike 
traditional methods where models are trained on a fixed dataset, incremental learning 
allows the model to update its knowledge dynamically as new information becomes 
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available. This approach is particularly useful in scenarios where data is constantly 
evolving, such as medical diagnostics, where new patient data can improve the model’s 
accuracy and adaptability. By retaining prior knowledge while learning from new data, 
incremental learning ensures that the model remains current, effective, and efficient, 
making it highly valuable for applications that require continuous improvement. 
Incremental learning is effectively used with image datasets, where new visual data is 
continuously added. In medical imaging, for example, this approach allows the model to 
learn new patterns from incoming images without forgetting prior knowledge, thus 
improving diagnostic accuracy over time. By progressively incorporating new image 
data, incremental learning enhances the model's ability to handle 

 
diverse and dynamic visual information, making it ideal for applications where data is 
frequently updated. 

There are some academic studies using incremental learning 
methods on ISIC2019 and HAM10000 datasets and other 
image datasets. 
  

Study Title CNN Model Metrics Incremental 

Model 
Development and 
Validation of Adaptable 
Skin Cancer 
Classification System 
Using Dynamically 
Expandable 
Representation [1] 

Expandable CNN 
with convolutional 
layers, batch 
normalization, 
dropout, ReLU, and 
softmax for 
classification. 

Accuracy: 80.88%, 
Weighted-Average 
Precision:91.9%, 
Weighted-Average 
Recall: 80.9%, 
Weighted-Average F1- 
Score: 84.8%, AUC: 

94.3% (HAM10000), 

External 
Validation AUC: 
91.1% (ISIC 

2019) 

Dynamic Architecture, where 
only the last layers are modified 
for new classes. 

AMIAC: Adaptive 
Medical Image 
Analysis and 
Classification 
Framework [2] 

CNN with batch 
normalization 

Accuracy: 97.811%, 

F1 Score: 97.35%, 

Precision:97.19%, 
Efficiency: High 

Adaptive Learning combined 
with incremental learning, 
which uses batch normalization 
and dropout adjustments for new 
classes. 
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BLSNet: Skin Lesion 
Detection and 
Classification Using 
Broad Learning 
System with 
Incremental Learning 
Algorithm [3] 

Broad Learning 
System with CNN 
backbone for 
feature extraction. 

Accuracy: 99.09%, F1 

Score: 98.73%, 

Execution Time: 0.93 
seconds 

Broad Learning with 
incremental node addition, 
which expands the network 
architecture without retraining. 

  

  

An Appraisal of 
Incremental 
Learning Methods 
[4] 

Progressive 
Neural Networks 
(PNN) 

EWC Accuracy: 94.5 

% on permuted 
MNIST, 

  

SI Accuracy: 
97.5% on MNIST, 

  

ICaRL Accuracy: 
around 62.5 – 67 % on 
CIFAR-100 

Elastic Weight Consolidation 
(EWC), iCaRL (Incremental 
Classifier and Representation 
Learning), SI (Synaptic 
Intelligence), PNN 

Comparing 
Incremental Learning 
Strategies for 
Convolutional Neural 
Networks [5] 

Convolutional 
Neural Networks 
(CNN) 

CaffeNet + Svm 
Accuracy: from 
41.63% 

to 66.97% 

(iClubWorld28), 
CaffeNet + Ft 
Accuracy: 78.4%, 
Vgg_Face+SVM 

Accuracy: 96.73% 

LeNet7: A seven-layer CNN, 

CaffeNet + SVM, 

CaffeNet + Fine Tuning (FT), 
VGG_Face + SVM 

The first academic study on the table: Development and Validation of Adaptable Skin 
Cancer Classification System Using Dynamically Expandable Representation aimed 
to develop a scalable skin cancer classification model using the Dynamically Expandable 

 
Representation (DER) algorithm with incremental learning to enhance diagnostic 
accuracy and adaptability. Trained on the HAM10000 and ISIC 2019 datasets, the model 
progressively expands its classification capacity to recognize a wide range of skin 
lesions. Based on the ResNet-50 architecture, the model uses data augmentation 
techniques, including horizontal flipping, contrast-brightness adjustments, and 
distortion, to increase robustness against variations. Achieving a weighted-average 
precision of 0.918, recall of 0.808, F1-score of 0.847, and an AUC of 0.943 on the 
HAM10000 dataset, the DER model outperformed traditional methods in accuracy and 
adaptability, with an AUC of 0.911 on the ISIC 2019 validation. This incremental 
learning approach successfully mitigates catastrophic forgetting, enabling the model to 
retain knowledge from prior classes while effectively integrating new data. 

Second study: AMIAC presents an adaptive self-learning framework for medical image 
analysis, allowing deep learning models to adapt to changing image distributions over 
time. The framework combines manual and CNN-based feature extraction, enhancing 
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model accuracy and reducing the need for retraining. Manual features capture specific 
image details, while pre-trained CNNs extract abstract features, providing 
complementary information. 

Trained initially on a large dataset, the model adapts to new imaging modalities through 
transfer and incremental learning. The framework achieved high performance, with an F1- 
score of 97.35 ± 0.39, precision of 97.19 ± 0.51, and accuracy of 97.81 ± 0.35, indicating 
its potential as a tool for supporting pathologists in diagnosis. 

BLSNet: Skin Lesion Detection and Classification Using Broad Learning System 
with Incremental Learning Algorithm: The BLSNet model in this paper is based on a 
Broad Learning System (BLS) architecture, which emphasizes wide feature 
representations rather than deep stacking of layers. This approach is combined with 
incremental learning techniques, allowing the model to learn new data classes without 
retraining on the entire dataset, a critical feature in handling continuously updated 
medical image datasets. For feature extraction, BLSNet uses a combination of manual 
and CNN-based features, where the manual features capture specific skin lesion 
characteristics, while the CNN-based features are extracted from pretrained models. To 
further enhance the robustness of the model, data augmentation techniques are applied, 
including horizontal flips, random contrast and brightness adjustments, and distortion to 
simulate variations in real-world image conditions. This allows the model to generalize 
better across different imaging conditions. 

During training, an auxiliary loss function is applied to balance knowledge from 
previously learned and new classes, thus mitigating catastrophic forgetting. The BLSNet 
achieves high performance on ISIC 2019 and PH2 datasets, with an accuracy of 99.09% 
and an F1-score of 98.73%, as well as a low processing time of 0.93 seconds per image, 
making it both precise and efficient. 

 

Federated Learning 

Federated learning is a method that enables machine learning models to be trained on 
distributed data located on different devices or systems without the need to centralize the 
data on a server. In this model, each device or system trains the model on its local data 
and only sends the model parameters to the central server. This approach prevents data 
from leaving the device, thus preserving data privacy, while also significantly reducing 
network traffic. The central server combines the parameters from devices to update the 
model and then sends the updated model back to the devices. This iterative process 
allows the model to continuously improve without data ever leaving the devices. 
Federated learning offers a major advantage in areas with sensitive data, such as 
healthcare, by enhancing security in medical applications and protecting patient privacy; 
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for example, electronic health records, including lab results, biomedical images, and 
vaccination status, can be processed as primary health data sources for machine learning 
applications without leaving the device.[6] In this way, data privacy is preserved, and 
powerful, secure, and continuously learning models are developed by staying up to date 
with local data on devices. 

  

 
Federated 
Model 

Study Title CNN Model Metrics 

Federated Machine 

Learning for Skin Lesion 

Diagnosis: An 

Asynchronous and 

Weighted Approach [7] 

CNN and CNN 

components 

Convolutional layers, 

Max- pooling layers, 

Fully connected layers, 

Dropout regularization 

F1: 94.8, 

Sensitivity: 94.1, 

Recall: 92.6, 

Specify: 96.3, 

Loss: 1.6, 

Precision 96.7, 

Accuracy: %92 

Asynchronous 

federated learning 

(Async-FL) 

Federated and Transfer 

Learning Methods for the 

Classification of 

Melanoma and 

Nonmelanoma Skin 

Cancers: A Prospective 

Study [8] 

CNN and CNN 

architectures, including 

ResNet, VGG, 

DenseNet, GoogLeNet, 

and MobileNet. 

AUC: 99.43% 

Accuracy: 94.17% 

Recall rate: 93.76% 

Precision: 94.28% 

F1-score: 93.93% 

Transfer learning , fine- 

tuning and 

semi-supervised FL 

framework motivated by 

a peer learning (PL) 

Deep Learning Espoused 

Imaging Modalities for 

Skin Cancer Diagnosis: A 

Review [9] 

Generative 

Adversarial Network 

(G-AN) 

Accuracy: %98.5 , 

Sensevity: % 95, 

Specify: %92, 

Dice Coefficient: %96 

Federated Learning (FL) 

An Adaptive Federated 

Machine Learning-Based 

Intelligent System for 

Skin Disease Detection: 

A Step toward an 

Intelligent Dermoscopy 

Device [10] 

Convolutional 

Neural Networks 

(CNNs) 

Single-instance 

optimized CNN model 

Dynamic 

ensemble 

classifiers 

Accuracy: 

%95.6, 

Recall:%95, 

Precision :%95 

Online training (OT), 

Federated Learning, 

Online classifier updating 

(OCU) 
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Federated Machine Learning for Skin Lesion 
Diagnosis: An Asynchronous and Weighted 
Approach 

The first article on the table focuses on enhancing skin cancer detection while preserving 
privacy through various techniques: asynchronous federated learning (Async-FL) for 
efficient model updates, convolutional neural networks (CNNs) for feature extraction, 
layer-by-layer asynchronous updates to minimize communication load, dropout 
regularization to reduce overfitting, and a client selection algorithm to optimize accuracy 
based on data and hardware. This combination aims to improve diagnostic performance 
effectively. The study’s results using asynchronous federated learning (Async-FL) and 
convolutional neural networks (CNNs), with an F1 score of 94.8, sensitivity of 94.1, 
recall of 92.6, specificity of 96.3, precision of 96.7, and accuracy of 92%. The model's 
loss was recorded at 1.6, indicating strong performance in skin cancer detection while 
maintaining privacy and efficiency. 

Federated and Transfer Learning Methods for the 
Classification of Melanoma and Nonmelanoma Skin Cancers: 
A Prospective Study 

The study investigates various federated learning (FL) and transfer learning (TL) 
techniques for classifying melanoma and nonmelanoma skin cancer. It emphasizes 
ensemble methods that integrate multiple CNN architectures, such as ResNet, VGG, 
and DenseNet, which significantly improve classification accuracy. Notably, one study 
achieved a remarkable area under the curve (AUC) of 99.43%, with an accuracy of 
94.17%, recall of 93.76%, precision of 94.28%, and an F1-score of 93.93%. This review 
synthesizes findings from a systematic search across benchmark datasets, including 
HAM10000, to highlight recent FL and TL algorithms for early-stage treatment. 

Deep Learning Espoused Imaging Modalities for Skin Cancer 

Diagnosis: A Review 

The objective of this article is to deliver a thorough examination of the progress, 
obstacles, and prospective applications within this vital area of dermatology. In this 
study, various neural network architectures were evaluated for skin cancer detection, 
including Generative Adversarial Network (G-AN), Artificial Neural Network (A-NN), 
Convolutional Neural Network (C-NN), and Kernel-based SNN (KSNN). Among these, 
the G-AN achieved the best performance, yielding an Area Under the Curve (AUC) of 
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98.5%, a sensitivity of 95%, a specificity of 92%, and a Dice Coefficient (DC) of 96%. 
This highlights the G-AN's superior capability in accurately detecting skin cancer lesions. 

  

  

An Adaptive Federated Machine Learning-Based Intelligent 
System for Skin Disease Detection: A Step toward an 
Intelligent Dermoscopy Device 

The article proposes an adaptive federated learning model designed for skin disease 
diagnosis, centering on an ensemble CNN as the main classifier to support intelligent 
dermoscopy applications. A single instance optimized CNN model is incorporated within 
the cloud server’s ensemble to enhance adaptability. Key contributions include model 
deployment across both cloud servers and edge devices, facilitating continuous updates 
through online 

 
training (OT) and online classifier updating (OCU). Using TensorFlow Federated and 
Federated Core APIs, this approach provides robust performance while adapting to new 
disease data. Results indicate an accuracy of 95.6%, recall of 95%, and precision of 95%, 
demonstrating the model’s effective and reliable diagnostic capability. 

  

 

 

The thesis[11] aims to improve the adaptability of deep learning (DL) models in 
real-world settings, where data is often heterogeneous, making it crucial to enhance 
these models' practical utility. A combined approach using incremental and federated 
learning, as discussed in the paper "Incremental Learning and Federated Learning for 
Heterogeneous Medical Image Analysis," strategically addresses two major challenges in 
medical imaging: the need for continuous learning with new data and the requirement 
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for data privacy across multiple institutions. This dual approach not only enables DL 
models to evolve with new disease classes but also ensures that data remains localized, 
preserving patient confidentiality. 

By combining incremental and federated learning, this methodology offers a robust 
solution to meet evolving healthcare demands. Incremental learning combats 
"catastrophic forgetting," allowing the model to retain knowledge of prior disease classes 
while adapting to new ones. Federated learning, on the other hand, facilitates 
collaborative model training across institutions without centralizing sensitive data, 
thereby enhancing privacy. Together, these methods allow the model to generalize 
effectively across diverse datasets from various institutions, addressing "domain shift" 
challenges stemming from differing imaging protocols. This approach also minimizes the 
need for extensive data transfers and retraining, making it resource-efficient and 
adaptable to institutions with varied computational resources. 

However, implementing both frameworks together is not without challenges. It demands 
precise model updates and coordination across clients, adding complexity to the system. 
Additionally, while synthetic data is valuable for privacy preservation, it may not fully 
capture real-world distributions, potentially reducing model accuracy over time if not 
carefully calibrated. These limitations underscore the need for rigorous model tuning 
and effective communication between institutions to optimize the potential of this 
advanced approach. 

 

Contribution 

This project aims to advance the application of artificial intelligence in skin cancer 
detection by combining incremental and federated learning techniques on the ISIC2019 
and HAM10000 datasets. This hybrid approach addresses two critical needs in medical 
AI: adaptability and privacy. Incremental learning allows our model to dynamically 
integrate new data over time, continuously enhancing diagnostic accuracy without the 
need for retraining and without compromising performance metrics such as accuracy. 
Federated learning, on the other hand, ensures that sensitive patient data remains 
decentralized by training across distributed devices without transferring information to a 
central server, thereby promoting data privacy. 

Using both the ISIC2019 and HAM10000 datasets, our model will gain exposure to a 
wide range of skin lesion images, enhancing its ability to generalize across different 
types of skin cancer. This approach not only improves the model’s scalability and privacy 
but also contributes to a more personalized, up-to-date, and secure diagnostic solution in 
dermatology. Through this innovative combination, we aim to set a new standard in 
real-world healthcare AI applications, where continuous learning, privacy preservation, 
and stable accuracy are critical. 

In the incremental learning phase, we will use the novel data-free class-incremental 
learning approach combined with Continual Class-Specific Impression (CCSI), 
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implemented in PyTorch. This combination enables the addition of new classes without 
accessing old data, effectively minimizing knowledge loss while preserving 
class-specific impressions in the model's memory. To further enhance the approach, we 
will integrate Flower for federated learning. The data privacy and distributed learning 
capabilities of federated learning, combined with our incremental learning strategies, 
allow each device to learn using only its own data while retaining previous class 
impressions, thereby strengthening the model's long-term memory and overall 
performance. 
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3.​ Software Requirements Specification 

1.                     INTRODUCTION 

1.1​ Purpose 

This document provides a detailed specification of the requirements for a skin cancer 

detection system. Combining Federated Learning and Incremental Learning techniques, the 

project aims to assist users in analyzing skin lesions to enable early detection of cancer risk. 

It serves as a guide for the development, implementation, and testing of the system. 

  

              1.2     Scope of Project 

  

This project aims to develop a desktop application that supports skin cancer diagnosis by 

analyzing skin lesion images. The system processes the images uploaded by users through 

advanced machine learning models, providing diagnostic results in a clear, accessible, and 

actionable format. By integrating Federated Learning, the system ensures the privacy of 

sensitive user data, as all raw data remains on local devices and is never transferred to a 

central server. This privacy-preserving approach aligns with modern data protection 

standards and user expectations in the healthcare sector. 
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Additionally, the system leverages Incremental Learning to continuously update the machine 

learning model with new data while preserving knowledge from previous datasets. This 

capability ensures that the model adapts to evolving data distributions without losing prior 

learning, maintaining high performance and accuracy over time. The combination of 

Federated Learning and Incremental Learning creates a scalable and secure framework for 

collaborative model training across multiple devices, addressing the challenges of data 

heterogeneity and privacy in medical applications. 

Designed for healthcare professionals, researchers, and even individual users, the application 

aims to streamline the diagnostic process by offering a user-friendly interface and actionable 

insights. By training the model on diverse datasets like ISIC 2019 and HAM10000, the 

system ensures robust performance across various skin cancer types. This innovative solution 

has the potential to revolutionize early cancer detection by making cutting-edge AI 

technology accessible, secure, and reliable for clinical and personal use. 

 

1.3 Glossary 
●​ Skin Lesion: An abnormal area of skin that may indicate a skin condition 

or disease, including potential cancerous growths. 
●​ Machine Learning (ML): A branch of artificial intelligence that enables systems to 

learn and improve from data without being explicitly programmed. 
●​ Federated Learning: A privacy-preserving machine learning method where the 

model is trained across multiple devices or servers without sharing raw data. 
●​ Incremental Learning: A machine learning approach that allows a model to 

continuously update with new data while retaining knowledge from previous 
datasets. 

●​ ISIC 2019 Dataset: A dataset containing labeled skin lesion images used for 
research and training in skin cancer detection. 

●​ HAM10000 Dataset: A large collection of dermatological images used for 
diagnosing various skin conditions, including cancer. 

●​ Client Device: A computer or device used by participants (e.g., healthcare 
professionals) to perform local training and interact with the system. 

●​ Central Server: A server that aggregates updates from multiple client devices to 
improve the global machine learning model. 

●​ Model Update: The process of incorporating new training data into an existing 
machine learning model to improve its accuracy and performance. 

●​ Neural Network: A computational model inspired by the human brain, used in 
machine learning to identify patterns and make predictions. 

●​ Confidence Score: A metric that indicates the certainty of the model's 
prediction, often expressed as a percentage. 
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●​ Python: A programming language commonly used for developing machine 
learning and AI applications. 

●​ PyTorch: An open-source machine learning library widely used for building 
and training neural networks. 

●​ Tkinter: A Python library used for creating graphical user interfaces (GUIs). 

●​ Pyside6: A set of Python bindings for the Qt application framework, used 
to develop advanced GUIs. 

●​ HTTPS: A secure protocol for communication over the internet, ensuring data 
encryption between clients and servers. 

●​ TLS/SSL: Encryption protocols used to secure internet communications, 
ensuring data integrity and privacy. 

●​ Data Preprocessing: The process of preparing raw data (e.g., skin lesion images) for 
machine learning by cleaning, resizing, and formatting it appropriately. 

●​ Error Logging: The practice of recording errors or failures in a system to facilitate 
debugging and system improvement. 

●​ Graphical User Interface (GUI): A visual interface that allows users to 
interact with a system using graphical elements such as buttons and menus. 

●​ Probability Analysis: The process of estimating the likelihood of an 
outcome, such as determining whether a skin lesion is cancerous. 

●​ Data Integrity: Ensuring that data is accurate, consistent, and free from 
unauthorized modifications during transmission or storage. 

●​ Global Model: A centralized machine learning model that aggregates updates 
from client devices in a federated learning system. 

 

1.4      References 

●  ​ ISIC 2019 Dataset: https://challenge.isic-archive.com 

●      HAM10000 Dataset: 
https://www.kaggle.com/kmader/skin-cancer-mnist-ham10000 

●      Incremental Learning and Federated Learning for Heterogeneous 

Medical Image Analysis: Incremental learning and federated learning 

for heterogeneous medical image analysis - UBC Library Open 

Collections 
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1.5  ​ Overview of the Document 

This document provides a comprehensive specification of the requirements for the 

skin cancer detection system, ensuring a clear understanding of the project's objectives, 

functionality, and technical expectations. It begins with an introduction outlining the 

purpose, scope, and goals of the project, accompanied by relevant references and a glossary 

of key terms. Following this, the overall description section highlights the primary features 

of the system, its intended users, and its dependencies on external technologies. The core of 

the document is the requirements specification, which details both functional requirements, 

such as the system’s ability to analyze images and provide diagnostic insights, and 

non-functional requirements, including performance, usability, and security considerations. 

Additionally, the document describes the external interfaces, outlining interactions with 

hardware, software, and communication protocols, while also emphasizing critical system 

attributes such as portability, scalability, and adaptability. Finally, the references section 

provides a curated list of datasets, research articles, and external resources that inform the 

system's design and development. This document serves as a foundational guide for 

developers, testers, and stakeholders, supporting all phases of the project from design to 

deployment. 

  

  

2.   OVERALL DESCRIPTION 

  

2.1  ​ Product Perspective 

  

This system represents an innovative approach to medical diagnostics by combining 

image analysis with artificial intelligence. It aims to make advanced diagnostic tools 

accessible to general users, ensuring simplicity and usability. The system addresses the 

limitations of traditional diagnostic methods by leveraging diverse datasets to ensure 

comprehensive skin cancer classification. 
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2.1.1. ​ Development Methodology 

The development of this system will follow a User-Centered Design methodology, 

tailored to general users without extensive collaboration with medical professionals. This 

approach prioritizes creating an intuitive platform that evaluates the likelihood of skin 

cancer through AI while minimizing complexity for non-expert users. The methodology 

involves the following steps: 

●          Requirement Analysis: Collecting input from potential general users to 
understand their needs and expectations. 

●          Design and Prototyping: Developing user-friendly interfaces for image 
uploading and result visualization. 

●          Implementation: Integrating pre-trained machine learning models for 
image analysis and cancer risk evaluation. 

●          Testing and Validation: Conducting thorough tests to ensure 
prediction accuracy and reliability. 

●          Deployment and Maintenance: Launching a widely accessible 

web-based platform and updating the system regularly to enhance its 

performance and usability. 

The methodology ensures that the system remains focused on providing a seamless user 

experience while delivering accurate results. Collaboration with medical professionals is 

optional and limited to post-evaluation consultation, ensuring that the primary emphasis is 

on empowering general users with AI-driven assessment. 

 

2.2  ​ User Characteristics 

2.2.1. ​ Participants 
●          Description: Participants are the primary users of the system who will 

upload skin lesion images and analyze the results for medical or research 
purposes. 

●          Characteristics: 

○      Role: Typically doctors, dermatologists, or healthcare professionals. In 
some cases, it may include individual users (patients) who want a 
preliminary analysis. 
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○      Technical Knowledge: Basic computer skills such as uploading files 

and interpreting simple analysis results. No advanced technical expertise is 

required. 

○  ​ Primary Tasks: 

■  ​ Upload skin lesion images for analysis. 

■  ​ View and interpret analysis results. 

■  ​ Save or download reports for further evaluation. 

○  ​ Access: Desktop interface. 

  

  

  

  

3.   REQUIREMENTS SPECIFICATION 

  

3.1.​ External Interface Requirements 

3.1.1. ​ User interfaces 

●                   The user interface will be designed to work on desktop and web-based 
platforms. 

●  ​ The system will have an intuitive and user-friendly design that will facilitate 
users to upload images, view analysis results, and access past analysis 
results. 

●  ​ The user interface will be developed with tools such as Tkinter or Pyside6. 

3.1.2. ​ Hardware interfaces 

●  ​ The system requires a standard USB port on the user’s computer for 

uploading skin lesion images. 
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●  ​ Hardware requirements include a minimum of 8 GB RAM and support for 
CPUs and GPUs capable of running machine learning models. 

●  ​ An internet connection (Ethernet or Wi-Fi) is necessary for updating federated learning 

models. 

  

3.1.3. ​ Software interfaces 

The system will be designed to run on major operating systems and should integrate with 
Python- based machine learning libraries. Secure protocols will be used to interact with 
external APIs, and the system will utilize federated learning for model training and updates 
without sharing raw data. 

3.1.4. ​ Communications interfaces 

The system will use HTTPS with TLS/SSL encryption for secure communication between 
the server and client devices. Communication will include sending model updates, 
receiving training status, and downloading the global model. 
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3.2    Functional Requirements 

3.2.1. ​ USER REGİSTER USE CASE 

 

Preconditions: 

1. ​ The user must have access to the registration system. 

2. ​ All required fields (name, email, password) must be entered correctly. 

Brief Description: This use case allows new users to create an account by providing their 
name, email, and a password. The system validates the provided data, confirms the 
registration, and sends a verification email. 
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Steps: 

·   ​ User Action: The user provides their name, email, and password in the 
registration form. 

·   ​ System Validation: 

o   The system checks the format and uniqueness of the email. 

o   Ensures the password meets the complexity requirements (e.g., 
minimum length, character types). 

·   ​ Confirmation: 

o   The system confirms the registration and stores the user’s data securely. 

·   ​ Email Verification: 

o   A verification email is sent to the user with a link or code to activate the 
account. 

·   ​ Security: 

o   We ensured security by hashing the password with bcrypt to prevent 

external access. 

  

Postconditions: 

4                The user account is successfully created and activated. 

5                The system acknowledges the registration and redirects the user to the login 

page. 

 

 

 

 

 

3.2.2 ​USER INTERACTION FLOW USE CASE 
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User case: 

●                Login 

●                Upload image 

●                Look Past Results 

●                Help 

Diagram: 

                   

Brief Description: Figure 2 illustrates a Use Case diagram of the user's homepage screen. 

When the user accesses the homepage, they can take a photo of their skin and upload it to the 

system to check 
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their likelihood of having skin cancer. The system analyzes the uploaded photo, calculates the 

cancer probability, and displays the result on the screen. Additionally, the user can view the 

results of their previous analyses in the "Past Results" section. Moreover, the user can provide 

feedback about the system to share their experience. 

  

●  ​ If the login is successful, the user is redirected to the homepage. 

●        If the login fails, a message such as "Incorrect password" or "Incorrect email" is 
displayed on the screen. 

●      ​After accessing the homepage, the user is prompted to upload a photo of their skin and 
click the "Evaluate" button. 

○ If the uploaded photo is not in png or jpg format, an error message appears, 
indicating the incorrect file format. 
○ If the photo format is correct, the system proceeds to analyze the image. 

The user is informed that the analysis is in progress, and once completed, 

the results are displayed on the screen. 

●             Once the analysis is complete, the results are displayed on the screen. 

●  ​         ​ The user can also view their past results by clicking on the "Past Results" 

section on the homepage, which displays a list of previous evaluations. Each entry 

includes relevant details such as the date and analysis outcome. 

●  ​ If the user needs assistance, they can click on the "Help" section for guidance, which 
provides instructions and answers to frequently asked questions. 

. 
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3.2.3 ​CLIENT USE CASE 

  

 

 Preconditions 

  

●      Base Model Availability: The server must have a base model ready to send to the client. 
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●      Client Connectivity: The client must be connected to the server to receive the base model. 

●      Data Readiness: Training data must be available on the client-side and properly 
formatted for model training. 

●      Resource Availability: The local device should meet the computational 
requirements for model training (e.g., sufficient memory, CPU/GPU 
power). 

  

Brief Description: This use case describes the process by which a client user trains a 
model locally using provided data. Once the model is trained, it is uploaded to a server. 
The results of the training process are displayed to the user for review. 

Steps: 

1.     Server Sends Model: 

a.      When the system runs for the first time: The server sends the base 
model to the client device through the model component. 

b.     On subsequent invocations: The server sends the last updated model to 

the client. 

2.     The client user verifies that the model (base or updated) has been received. 

3. ​ The client user initiates a check for the availability and validity of the model and 
training data through the client. 

4.     The system ensures that the model and training data are present and valid for training. 

5. ​ The client user starts the training process through the client. ( The 
system utilizes local resources to train the model using the provided 
data.) 

6.     The trained model is sent back to the server. 

7.     Show the results. 

 

Postconditions 
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●      Model Training Completion: The model is successfully trained using local 
data on the client device. 

●      Trained Model Uploaded: The trained model is sent to the server for further 
use, aggregation, or deployment. 

●  ​ Training Results Displayed: The client user is able to view the results of the training 
process. 

 

3.2.4​ Server 
Management Use 
Case Use Case: 

  

●      Send Base Model to Client Devices 

●      Receive updates from Client Devices 

●  ​ Merge received updates 

●  ​ Update central model 

●  ​ Display update status in Model Management section 

●  ​ Retry update process if a failure occurs 

●  ​ Log errors and notify system administrator 
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Diagram:

​

 

Figure 4 

 

Preconditions  

1.      Base Model Must Be Available: 

○      The base model must be ready and accessible on the server before sending 

it to clients. 
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2.      Client Devices Must Be Connected: 

○      All participating client devices must be connected to the 
server and actively transmitting updates. 

3.      Central Server Must Be Running: 

○      The central server must be operational and capable of receiving 
and processing updates. 

4.      Valid Update Data: 

○      The updates sent by the client devices must be in the correct format and 
validated for integrity (e.g., through hash checks). 

Brief Description of the Use Case 

This use case represents the key operations performed within the Server in a federated 
learning system to manage and update the central model effectively. The primary actor is the 
System Administrator, who oversees the process. The use case involves the following steps: 

1.      Send Base Model to Client Devices: The Server sends the base model to the 
client devices. The base model includes initial weights and architecture, which 
the clients will use to train locally on their datasets. 

2.      Receive Updates from Client Devices: The server collects model updates (e.g., 
gradients or weights) sent by client devices participating in the federated learning 
process. 

3.      Merge Received Updates: The collected updates from multiple client devices 
are merged using a defined aggregation algorithm (e.g., weighted average) to 
create a unified update for the central model. 

4.      Update Central Model: The merged updates are applied to the central model 
to improve its performance and accuracy. 

5.      Display Update Status: The system displays the status of the update (e.g., 
success or failure) in the Model Management section of the Server for the 
administrator to review. 

6.      Handle Failures: 

○       If the update process encounters any failures, the system retries the 

process. 

○       In case of persistent failures, the system logs the errors and 
notifies the system administrator, ensuring transparency and providing 
insights for troubleshooting. 
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3.3       Performance Requirement 

The system must meet the following performance requirements to ensure accurate and 
efficient skin cancer detection while providing a seamless user experience: 

1. ​ Image Analysis Speed: The analysis of a single image should be 
completed within a maximum of 10 seconds to ensure quick feedback 
for the users. 

2. ​ Model Update Latency: Model updates and weight transfers must occur with 
minimal delay, with a maximum latency of 5 seconds during federated learning 
processes. 

3. ​ Model Accuracy: The central model's performance must maintain an accuracy rate of 
at least 90% to ensure reliable results. 

4. ​ Resource Optimization: 

○      CPU and memory usage should be optimized during model training and 
image analysis to prevent system overloads. 
○      Libraries like TensorFlow [1] and NumPy will be used 
to enhance the computational efficiency of the system. 

5. ​ Hardware Requirements: 

○      Minimum 8 GB RAM to run the application without interruptions. 

○      Multi-core processors to support parallel processing during training 
and inference tasks. 

 

  

3.4       Software System Attributes 

  

3.4.1. ​Portability 

●  ​ The application must run seamlessly on different platforms (Windows, macOS, 
Linux). 

●  ​ The user interface must be compatible with both desktop and tablet devices. 
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●  ​ The federated learning system must support client devices with various 
operating systems (e.g., Windows, Linux). 

  

3.4.2. ​Performance 

●  ​ The analysis of a single image must be completed within a maximum of 10 seconds. 

●  ​ Model updates and weight transfers must occur with minimal delay (maximum 

latency: 5 seconds). 

●  ​ The central model’s performance must maintain an accuracy rate of at least 90%. 

●  ​ CPU and memory usage must be optimized during training. 

●  ​ Libraries like NumPy, TensorFlow, or PyTorch can enhance system performance. 

  

               3.4.3. ​ Usability 

●  ​ The user interface must be intuitive and easy to understand. 

●  ​ Analysis results must be presented clearly with visual support (e.g., 
charts, color-coded outcomes). 

●      Users must receive clear error messages for invalid inputs or uploads. 

●  ​ A user-friendly help section or tutorial must be provided. 

●  ​ Frameworks like Tkinter or Pyside6 can be used to create an accessible UI, 
and user testing can validate the design's intuitiveness. 

 
3.4.4.     Adaptability 

●  ​ The software must support the inclusion of new skin cancer types with minimal 
changes. 

●      New federated learning protocols or model architectures must be easy to integrate. 

●  ​ The system must adapt to new data uploaded by users through incremental learning. 

●      A modular software architecture must be implemented to ensure flexibility, and 
incremental learning algorithms should be seamlessly integrated. 
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3.4.5.  ​ Scalability 

●  ​ The system must be capable of handling updates from multiple client devices 

simultaneously, with scalability options to increase capacity as needed. Initially, the 

system should support at least 10-20 clients for testing and small-scale deployment, 

with plans to expand based on infrastructure upgrades and user demand. 

●  ​ The central server must scale to accommodate models working with diverse datasets. 

●  ​ Analysis processes must remain efficient even with large datasets. 

  

  

3.4.6.  ​ Security 

●  ​ Data Privacy and Image Integrity: 

○      The system must ensure that only valid skin lesion images are 

uploaded by users. If any irrelevant images (e.g., images of 

non-skin-related objects) are detected, the system must reject them and 

notify the user with an error message such as "Invalid image format. 

Please upload a valid skin lesion image." 

○      To prevent the misuse of the platform, all images should be checked for 

file integrity, size, and format (e.g., JPEG, PNG) before processing. The 

system must not accept any other file types or corrupted images. 

○      All user-uploaded images should be processed locally on the client 

device, ensuring no raw image data is transmitted to the central server. Only 

model updates (e.g., gradients) should be sent to the central server, 

preserving user privacy and compliance with data protection regulations 

(e.g., GDPR). 

●  ​ Security Measures for Data Transmission: 
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○      All data exchanged between the client devices and the central server must 

be encrypted using secure communication protocols (e.g., TLS/SSL). This 

ensures that the data (including model updates) cannot be intercepted or 

altered during transmission. 

○      The system must implement authentication and authorization protocols 

to ensure that only authorized clients can interact with the server. Each 

client device should authenticate with a secure token or similar mechanism 

before sending model updates to the central server. 

●  ​ Handling Irrelevant or Malicious Files: 

○      If a user uploads an image that is flagged as irrelevant or malicious (e.g., 

containing harmful content), the system should immediately stop the 

analysis process and display a clear message to the user: "The image could 

not be processed due to security reasons." 

○      The system should log any such incidents to provide a record of 
attempted misuse for system administrators. 

●  ​ Handling Timeouts and Long Processing: 

 

○  ​ If an image analysis takes longer than 45 seconds (e.g., due to 

system load or large image size), the system should automatically abort 

the process and prompt the user with a message such as, "The analysis 

could not be completed within the expected time. Please try again." 

○  ​ Users should have the option to either retry the analysis or upload a 

smaller image. 

○      In case of system failure or excessive processing time, the system 

should not automatically restart. Instead, it should prompt the user with a 

notification that allows them to either retry or abort the analysis. 

○      A timeout mechanism should be implemented to ensure that the analysis 
process does not hang indefinitely, improving the user experience and 
preventing system overload. 

●  ​ System Recovery in Case of Errors: 
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○      If the system encounters an unexpected error during image processing 

(e.g., timeout, memory overload, or corrupted data), it should gracefully 

handle the failure by providing a user-friendly error message. 

○      The system should include a recovery option, allowing users to retry the 

operation, but should never force a system restart or cause data loss. 

 

3.5     Safety Requirement 

 
Prevention of Misdiagnosis: 

●  ​ The system must clearly state that the analysis results are intended as a 
supportive tool and do not substitute professional medical diagnosis. 

●  ​ Results should include a disclaimer such as: "This is not a diagnosis, but 
a probability analysis." 

Secure Data Processing: 

●  ​ Images uploaded by users must be processed only on the local device and 
never sent to a central server. 

●      Data must not be shared with other users or systems under any circumstances. 

Reliability of Analysis: 

●  ​ The system must provide the model's accuracy rate and confidence score with 
every analysis result. 

●  ​ If the confidence score falls below a certain threshold (e.g., 90%), the user 
should be notified with a warning. 

Protection Against User Errors: 

●  ​ Unsupported file types (e.g., PDFs or text files) or invalid inputs must trigger 
error messages to guide the user. 

 
●      Before starting an analysis, the system should inform the user about 

acceptable file formats and requirements. 

  

  

  
 

 
 Page 

32 
 

  



  

Backup and Recovery During System Failures: 

●  ​ If the system crashes or encounters an interruption during analysis, the 

process must be automatically saved, allowing the user to resume from 

where they left off. 

●      Local training processes should also be restartable in case of interruptions. 

Critical System Performance: 

●  ​ The system must be optimized to avoid overheating or crashes under heavy 
workloads (e.g., analyzing large datasets). 

●      Performance monitoring tools should regularly check the system’s status. 

Secure Updates: 

●  ​ Model updates from the central server must be verified for integrity (e.g., 
through hash checks) before being applied. 

●  ​ A backup version of the model must always be available to mitigate risks 
associated with faulty updates. 

Protection Against Misuse: 

●  ​ The system must validate the type and format of uploaded data to 
prevent users from uploading irrelevant or inappropriate files. 

●      For instance, only image files (JPEG, PNG) should be accepted. 

               

4.                     REFERENCES 

  

1.     ​ Federated Learning with TensorFlow: TensorFlow Federated (TFF) 
Documentation, https://www.tensorflow.org/federated 
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4.​ Software Design Description 
 
  
1.Introduction 
 

1.1 Purpose 

 

This document serves as a comprehensive guide to the design and architecture of the 

Skinalyzer: AI-Based Skin Cancer Detection System. It aims to detail the system's core 

components, structural framework, and workflow processes, providing a blueprint for its 

seamless implementation. By integrating advanced techniques such as Federated Learning 

and Incremental Learning, the system achieves a perfect balance of privacy, adaptability, and 

high diagnostic precision. 

 

 

1.2  Scope 

 

The scope of this project includes the development of a desktop application for diagnosing 

skin cancer using machine learning. The system will analyze skin lesion images uploaded by 

users, ensuring privacy through local data processing. A centralized server will aggregate 

updates from client devices to refine a global model, while Incremental Learning ensures 

continuous improvement with new data. Designed for healthcare professionals and individual 

users, the system prioritizes usability, scalability, and secure communication. 

  

1.3 Glossary 

 

●​ AI-Based Skin Cancer Detection System: A system utilizing Artificial Intelligence 

(AI) to analyze skin lesion images for early detection of skin cancer. 

●​ Federated Learning (FL): A machine learning approach where data remains on client 

devices, and only model updates (e.g., gradients) are shared with a central server to 

maintain privacy. 

●​ Incremental Learning (IL): A technique that allows machine learning models to learn 

new data while retaining knowledge from previously trained data. 
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●​ Central Server: A server that aggregates model updates from client devices, refines a 

global model, and redistributes it to clients. 

●​ Client Device: A user’s local device (e.g., desktop, mobile) used for uploading skin 

lesion images, processing data, and training models locally. 

●​ Global Model: A centralized machine learning model that combines updates from 

multiple clients to improve performance and accuracy. 

●​ Analysis Result: The outcome of processing and analyzing a skin lesion image, 

including the diagnosis and confidence score. 

●​ Skin Lesion: A visible abnormality on the skin, which may indicate the presence of 

skin cancer. 

●​ Gradient Data: The data generated during the training of a machine learning model, 

used for updating the global model in federated learning. 

●​ Login History: Records of users' login attempts, including timestamps and user 

identifiers. 

●​   

●​ Authentication: The process of verifying a user’s identity using credentials like email 

and password. 

●​ Verification Email: An email sent to users during the registration process to confirm 

their email address. 

●​ Base Model: An initial machine learning model distributed to clients for local training 

in a federated learning workflow. 

●​ Data Repository: A centralized storage system for user-uploaded images and other 

data needed for future analysis or training. 

●​ Update Log: A log of changes and updates made to the global model, including 

contributions from specific client devices. 

●​ User Interface (UI): The visual component of the system that allows users to interact 

with features such as image uploads and result viewing. 
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1.4  Overview of Document 
 

This document provides a structured and detailed outline of the design specifications 

for the Skinalyzer: AI-Based Skin Cancer Detection System. It begins with an 

introduction to the project, highlighting its purpose, scope, and objectives. The 

document then delves into the system’s architecture, providing a high-level overview 

of its components, including the user interface, client-side modules, server-side 

modules, and the database. 

One of the key aspects of this document is the detailed design of the user interface 

(UI). The UI has been carefully crafted using Figma, a collaborative interface design 

tool, to ensure a user-friendly and intuitive experience. The design process focuses on 

enabling seamless navigation for users, incorporating essential functionalities such as 

uploading images, viewing analysis results, accessing past diagnoses, and providing 

feedback. Visual prototypes created in Figma are included to offer a clear 

representation of the intended look and feel of the application. 

Subsequent sections detail the design methodologies, workflows, and communication 

mechanisms that ensure the system operates efficiently and securely. Diagrams such as 

the architectural layout, class diagrams, and entity-relationship diagrams (ERDs) are 

included to offer visual clarity and a deeper understanding of the system's structure. 

  

The document also covers the integration of key machine learning technologies, 

including Federated Learning and Incremental Learning, and how these are leveraged 

to ensure privacy, scalability, and continuous improvement of the model. Finally, it 

provides implementation details for user interactions, model training, and system 

maintenance, serving as a practical guide for developers and stakeholders throughout 

the project's lifecycle. 

 

 

1.5 Motivation 
 

The Skinalyzer: AI-Based Skin Cancer Detection System is motivated by the critical 

need for early and accurate diagnosis of skin cancer, which can significantly improve 
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patient outcomes and survival rates. Skin cancer remains one of the most common 

types of cancer worldwide, and its early detection is often hindered by the lack of 

accessible, reliable, and affordable diagnostic tools. This project aims to bridge this 

gap by leveraging cutting- edge machine learning techniques to provide an efficient, 

user-friendly, and privacy-preserving diagnostic solution. 

The integration of Federated Learning ensures that users’ sensitive data, such as skin 

lesion images, remain securely on their local devices, aligning with modern privacy 

standards and increasing user trust. At the same time, Incremental Learning enables 

the system to adapt and evolve by learning from new data without losing prior 

knowledge, ensuring its effectiveness over time. 

By designing a system that is accessible to both healthcare professionals and 

individual users, the Skinalyzer project aspires to democratize advanced diagnostic 

technologies. It seeks to empower users with actionable insights while reducing the 

burden on medical professionals, ultimately contributing to improved public health 

outcomes. The motivation behind this project is rooted in making AI-driven healthcare 

innovations more inclusive, secure, and reliable for widespread use. 

  

 

2.  SYSTEM OVERVIEW 
 

 

This project aims to develop a desktop application for supporting the diagnosis of skin 

cancer by analyzing skin lesion images. The system utilizes advanced machine 

learning techniques, including Federated Learning (FL) and Incremental Learning 

(IL), to ensure privacy, adaptability, and efficiency in model training and predictions. 

The application provides a user-friendly interface where users can upload images, 

view analysis results, and access past diagnoses. The system processes uploaded 

images locally on client devices, contributing to the federated learning process, which 

ensures that raw user data remains on their devices, maintaining privacy and 

compliance with data protection standards. 

The centralized server collects and aggregates updates from clients to improve the 

global model. Incremental learning allows the system to update the model with new 

 

 
 Page 

37 
 

  



data while preserving knowledge from previous datasets, ensuring continuous model 

enhancement without data loss. 

The project integrates key components such as: 

●​User Interface (UI): A responsive and intuitive UI for users to interact with the 

system. 

●​Client Module: Handles local model training and communication with the server. 

●​Server Module: Manages global model updates and provides coordination for the 

federated learning workflow. 

●​Database: Stores user information, image data, analysis results, and model metadata. 

This system architecture ensures efficient data flow, secure communication, and 

accurate predictions, making it a robust tool for early skin cancer detection. 

 

 

3. SYSTEM ARCHITECTURE 
 

The System Architecture of this project is designed to facilitate a privacy-preserving, 

scalable, and efficient solution for skin cancer detection using Federated Learning 

(FL) and Incremental Learning (IL) techniques. The architecture integrates client 

devices, a centralized server. Below are the key architectural components: 

  

3.1 High-Level Architecture 

 
The system operates in a decentralized manner, where client devices locally process 

and train models using user-provided data (skin lesion images). The server aggregates 

these updates, improves the global model, and redistributes the updated model to the 

clients. 

Key Components: 

●​Clients: Local data processing, and model training. 

●​Server: Coordinates model aggregation, versioning, and distribution. 

 

3.2​ Federated Learning Workflow 
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The Federated Learning workflow is at the core of the system. It ensures data privacy 

by keeping user data local while still enabling collaborative model improvement. 

 

1.1.​ Model Initialization: 

​The server initializes a base model and distributes it to all clients using 

Flower libraries. 

 

 

1.2.​     Local Training: 

■​ Clients train the model locally on their datasets (skin lesion 

images). 

■​ Incremental Learning ensures that new training data is 

incorporated without losing knowledge from previous datasets. 

 

 

2.​ .​Model Update Communication: 

​Clients send model updates (gradients) to the server using Flower libraries. 

  

3.​ .​Global Model Aggregation: 

●​ The server aggregates updates using Federated Averaging or similar 

techniques. 

●​  ​The aggregated model is stored and versioned in Server. 

4.​ Redistribution: 

​The updated global model is sent back to clients for further training cycles. 
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3.3 Architectural Diagram 

 

  

1.​We send the base model to multiple clients and train the model. 

2.​We combine the trained models to create a global model. 

3.​We send the global model back to the clients. 

4.​The user uploads a photo for testing 

 

Loop: Is the Data Repository empty? 

●​ Yes: 

           Step 4: The photos accumulate in the repository. 
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           Step 5: The client analyzes the photo using the model and shows the result to 

the user. 

●​  No: 

    Go back to Step 2. 

  

1.User 

  

●​Action: The user uploads skin lesion images to the system through the user 

interface. 

●​Purpose: Users can view the analysis results and upload new images for 

diagnosis. 

  

 

2.Client Devices 

●Components: 

oImage Analysis: 

▪​Processes uploaded images. 

▪​Supported formats include JPEG, PNG, and BMP. 

▪​Ensures compatibility with a wide range of image types. 

oLocal Model Training: 

▪​Performs training of the model using local data on the client 

devices. 

▪​Sends model weights or gradient updates to the server for 

aggregation. 

●​Role: Acts as the intermediary between the user and the central server, 

handling local data processing and model updates. 

 

  

3.Data Repository 

●Function: 

o​Stores processed images for future reference or analysis. 

o​Provides a centralized location for storing user-uploaded data. 

●​Role: Supports data persistence and allows historical analysis if needed. 
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4.Central Server 

●Components: 

o​Model Aggregation: 

▪​ Aggregates​ model​ updates​ (gradient​ data)​

from multiple client devices. 

▪​Combines the updates to improve the global model. 

o​Error Management: 

▪​Identifies and handles faulty updates or issues with 

client-server communication. 

▪​Ensures stability and reliability of the aggregation process. 

●​Role: Acts as the core of the federated learning system, orchestrating updates 

and maintaining the global model. 

  

5.Global Model Storage 

 

●Function: 

o​Stores the aggregated global model. 

o​Updates the global model when a predefined threshold is reached 

(e.g., after receiving enough updates from clients). 

●​Purpose: Serves as the main storage for the machine learning model used 

across all devices. 

 

6.Central Logging System 

●Function: 

o​Stores system logs, including events, errors, and updates. 

●​Role: Ensures system transparency and aids in debugging or auditing. 
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4. Detailed Design 

 
 

4.1 Class Diagram 

 

Class Descriptions: 

 

1.​User: Represents the user entity with attributes for name, email, and 

password. It includes methods for registration, login, profile update, image 

upload, and viewing analysis results. 

2.​Image: Represents images uploaded by users, with a method to analyze the 

image and update its status. 

3.​AnalysisResult: Represents the results of image analysis, including 

generating a report. 
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a.​SkinLesion: Represents skin lesions detected in images, with methods to 

detect lesion type, calculate severity, and recommend actions. 

b.​LoginHistory: Logs user login activities with user ID and timestamp. 

c.​Model: Represents the machine learning model used for training on data and 

evaluating accuracy. 

d.​UpdateLog: Logs updates for models, detailing the update specifics. 

e.​Client: Represents client devices that sync with the server and send model 

updates. 

f.​Server: Manages the distribution of models in the federated learning system. 

  

Relationships: 

●​Users upload images, which are then analyzed, generating results that can detect skin 

lesions. 

●​Users' login activities are recorded in the login history. 

●​The model is trained with data and its accuracy is evaluated, with updates being 

logged. 

●​Clients perform updates which are sent to the server, and the server distributes these 

updates back to clients. 

 

This class diagram captures the flow and interaction between different components in 

a federated learning system tailored for skin cancer analysis. 

 

4.2​  Entity Relationship Diagram (ERD) 
This diagram is an Entity-Relationship (ER) Diagram representing the key 

entities, their attributes, and relationships in a system designed for federated 

learning and skin cancer analysis. 

Key Entities and Their Attributes: 

1.User 
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●​Description: Represents the primary users of the system who upload images 

and view analysis results. 

●Attributes: 

○​UserID: Uniquely identifies each user. 

○​Name, Email, Password: Stores user credentials and roles. 

○​DateJoined: Tracks when the user joined the system. 

 

 

●​SkinColor: Captures skin color information, useful for specific analyses. 

●​ Relationships: 

●​uploads: A user uploads images stored in the Image table. 

●​logs: A user's login history is recorded in the LoginHistory table. 

 

  

2. Image 
●​Description: Represents images uploaded by users for analysis. 
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● Attributes: 

○​ImageID: Uniquely identifies each image. 

○​UserID: References the user who uploaded the image. 

○​UploadDate, ImagePath: Tracks the upload date and file path of the 

image. 

○​AnalysisStatus, CancerType: Indicates the analysis status and detected 

cancer type. 

● Relationships: 

○​has: Each image is associated with an analysis result in the 

AnalysisResult table. 

 

 

3. AnalysisResult 
●​Description: Captures the results of analyzing uploaded images. 

●Attributes: 

○​ResultID: Uniquely identifies each analysis result. 

○​ImageID: Links the result to the analyzed image. 

○​PredictionScore: Confidence level or probability of the prediction. 

○​AnalysisDate: Date of the analysis. 

○​Comments: Additional notes or remarks about the analysis. 

●Relationships: 

○​generatedBy: The analysis is performed by a Client device. 

 

 

4.Client 
●​Description: Represents devices (e.g., desktops) used for local model training 

and analysis. 

●Attributes: 

○​ClientID: Uniquely identifies each client device. 

●Relationships: 

○​performedBy: A client performs the analysis for an image. 

○​generatedBy: Links a client to the analysis it generates. 
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5. LoginHistory 
●​Description: Tracks the login history of users. 

● Attributes: 

○​LoginID: Uniquely identifies each login event. 

○​UserID: References the user who logged in. 

● Relationships: 

○​Logs: Tracks which user performed the login. 

 

 

6. Model 
●​Description: Represents machine learning models hosted on the central 

server. 

●Attributes: 

○​ModelID: Uniquely identifies each model. 

○​Version, LastUpdated: Stores the version and last update timestamp of 

the model. 

○​Accuracy, TrainedOn: Indicates model accuracy and training data 

source. 

● Relationships: 

○​tracks: Model updates are recorded in the UpdateLog table. 

○​uses: Model updates are linked to ClientUpdate. 

 

 

7. ClientUpdate 
●​Description: Tracks updates sent by client devices to the central server. 

●​ Attributes: 

○​UpdateID: Uniquely identifies each update. 

○​ClientID: Links the update to a specific client. 

○​ModelID: Indicates the model being updated. 
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○​UpdateDate, GradientData: Tracks the update timestamp and data 

gradients sent. 

○​Status: Indicates whether the update was successful. 

●Relationships: 

○​updates: Links the updates back to the central server. 

 

 

8. UpdateLog 
●​Description: Logs updates and changes made to machine learning models. 

●Attributes: 

○​LogID: Uniquely identifies each log entry. 

○​ModelID: Links the log entry to a specific model. 

○​ClientID: Tracks which client contributed to the update. 

○​Timestamp, Details: Logs the date and details of the update. 

●Relationships: 

○​tracks: Maintains a history of all updates to the model. 

 

9. Server 
●​Description: Represents the central server that aggregates updates and 

distributes the base model. 

● Attributes: 

○​Name, Location: Metadata about the server. 

○​CurrentModelID: Links the server to the currently active model. 

○​RetryStatus: Tracks whether retry mechanisms are triggered for 

updates. 

● Relationships: 

○​distributes: The server distributes the base model to client devices. 

○​hosts: The server hosts and aggregates updates from clients. 

  

Summary of Relationships: 

●​Users upload images, and are tracked via their login history. 
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●​Images are analyzed, with analysis results linked to specific images and the 

clients that performed the analysis. 

●​Login history records user activity, tracking timestamps and user IDs. 

●​Client devices perform local model training, generate analysis results, and 

send updates to the central server. 

●​Client updates contribute gradient data and model updates to improve the 

global model managed by the central server. 

●​The server aggregates model updates from clients, distributes base models to 

devices, and tracks model versions using logs. 

●​The UpdateLog records all updates to models, associating them with specific 

clients and maintaining a history for traceability. 
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5.   Use Case Realization 

 
5.1​  USER REGISTER FLOW

 

This class diagram represents the user registration and authentication process within a 

system. The process begins with the user providing necessary details, such as their 

name, email, and password, during registration. Once these details are submitted, the 

system confirms the registration and sends a verification email to ensure the provided 

email address is valid. The user must verify their email through the link or code 
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provided in the email. After successful verification, the user can log in by entering 

their email and password. The system then authenticates the user’s credentials to 

ensure they match the records. As an additional security measure, the system verifies 

the email before granting full access to the user. This sequential process ensures both 

user convenience and system security by validating user information at multiple 

stages. 

 

 

5.2​  USER INTERACTION FLOW 

Activity Diagram:
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The activity diagram illustrates the workflow of the user's interaction with the system 

on the homepage. It begins with the user accessing the 

  

homepage after a successful login. The user is prompted to upload a photo of their 

skin, which triggers a validation process. If the file format is incorrect, an error 

message is displayed; otherwise, the system proceeds with the image analysis. While 

the analysis is ongoing, a progress notification is shown. Once completed, the results 

are displayed on the screen. 

The user can then navigate to the "Past Results" section to view a list of previous 

evaluations, including dates and outcomes. If assistance is needed, the "Help" section 

offers guidance and FAQs. The activity diagram captures this sequence of actions and 

decision points, representing the system's dynamic behavior in response to user 

interactions. 
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5.3  CLIENT

 

 

Overview of the Workflow 

1.Start Node: 

The process begins with the system being invoked. 

2.Decision First Time?: 

A decision node determines if it is the first invocation of the system: 

  

○​Yes → The server sends the Base Model. 
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○​No → The server sends the Last Updated Model from previous runs. 

3.​ ReceiveModel(Client): 

The client receives the model (Base or Updated) and proceeds with the 

process. 

4.​ CheckModel(Client): 

The client checks the validity of the received model and training data. 

5.​ Decision-ModelValid?: 

A second decision node evaluates if the model is Valid: 

○​Valid: The client proceeds to train and update the model. 

○​Not Valid: The client handles errors and may display 

appropriate error messages. 

6.  Valid Path: 

○​Train Model: The client trains the model using local data. 

○​Update Model: The client updates the model with the newly trained 

data. 

○​Send Updated Model to the Server: The client uploads the updated 

model back to the server. 

○​Show Results: The system displays the training results to the client 

user. 

7. Not Valid Path: 

○​Receive Model: The client re-attempts to receive the model (optional 

error-handling loop). 

○​Error Messages: The system displays error messages to inform the 

client of issues. 

8. EndNode: 

The workflow concludes. 

  

5.4​ SERVER MANAGEMENT 
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Activity Diagram:

 

 

Flow of Operations 

1.Start 

○​The process begins at the Start Node. 

2.​ Send Base Model to Client Devices 

○​The system sends the base model to the connected client devices. 

3.​Receive Updates from Client Devices 

○​The system waits to receive updates from the client devices. 

 

 
 Page 

55 
 

  



4.​ Merge Received Updates 

○​All received updates are merged into a central system. 

 

Parallel Execution Using split 

At this point, the flow splits into two parallel activities: 

  

1.​ Update Central Model 

○​The merged updates are applied to the central model. 

2.​Display Update Status in Model Management Section 

○The status of​the updates is displayed in the​Model Management 

section. 

○​A conditional check is performed: 

■​Failure Check: If an error or failure occurs: 

■​Retry Update Process: The system retries the update process. 

■​Notify System Administrator: A notification is sent to the 

system administrator. 

 

 

End of Process 

●​After both parallel activities are completed, the flow merges back. 

●​The Stop Node indicates the end of the process. 

 

 

6.User Interface Design 
 

 

6.1  Login Section: 

The user enters their email or phone number and password, then clicks the "Login" 

button. The backend validates the credentials against the database. If correct, the user 

is redirected to the homepage; otherwise, an error message appears. homepage; 

otherwise, an error message appears. 
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Register Section: The user provides their first name, last name, password, and skin 

tone, selecting the latter for skin cancer awareness. Upon clicking "Register," the 

backend checks if the email/phone number is already registered and verifies the 

password match. If valid, the user is added to the database and redirected to log in; 

otherwise, an error message appears. 
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Homepage: After accessing our homepage, you can view your past results, access your 

profile and information about us, or upload a new photo to receive the closest 

diagnosis and explanation. 
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Upload Photo Button: By clicking this button, you can drag and drop your photo into 

the pop-up that appears. 

 

  

New Result View: You can view the uploaded photo, the AI's predicted diagnosis 

along with its percentage, and the description of the diagnosis. If you wish, you can 

click the "Show" button below to view all your results. 
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Show All Result: On this page, you can find every photo you previously uploaded, 

along with its diagnosis, percentage, description, and the date it was uploaded. 

 

 

 

 

 
 Page 

60 
 

  



 

 

 

Profile: Finally, you can access your profile to update the information you provided 

during registration or log out. 
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5.​ Test Plan 

5.1​ Introduction 

5.1.1​ Version Control 

Table 4 Version Control 

Version No Description of Changes Date 

1.0 First Version May 22, 2010 

   

   

5.1.2​ Overview 

The primary focus will be on validating the system’s image upload process, result 

display, authentication mechanism, and federated training flow between clients and server. 

5.1.3​ Scope 

This document defines the overall testing strategy and includes the features to be tested, test 

design specifications, test scenarios, and criteria for evaluating the success of tests. The testing will 

cover the User UI (image upload and analysis) 

5.1.4​ Terminology 

 

1.               Term 2.               Definition 
3.               Federated Learning 4.               A machine learning technique 

where multiple clients collaboratively 
train a model without sharing raw data. 

5.               Incremental Learning 6.               A learning method where the 
model continuously updates itself with 
new data without retraining from scratch. 

7.               Client 8.               A device or node that trains the 
machine learning model locally and 
communicates updates to the server. 
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9.               Server 10.            The central component 
responsible for aggregating updates 
from clients and distributing the global 
model. 

11.            Global Model 12.            The centralized machine learning 
model formed by aggregating updates 
from clients. 

13.            Base Model 14.            The initial version of the model 
sent to clients before training begins. 

15.            Model Aggregation 16.            The process of combining 
multiple client model updates into a 
global model. 

17.            HAM10000 18.            A medical dataset containing 
dermatoscopic images of skin lesions 
used for training and evaluating ML 
models. 

19.            ISIC2019 20.            A large benchmark dataset for 
skin lesion analysis containing labeled 
dermatoscopic images. 

21.            Accuracy 22.            A performance metric indicating 
the proportion of correct predictions. 

23.            F1-Score 24.            A metric combining precision and 
recall, especially useful for imbalanced 
datasets. 

25.            PyQt5 26.            A Python library used to create 
GUI (Graphical User Interface) 
applications. 

27.            Kafka 28.            A distributed event streaming 
platform used for real-time data 
exchange between systems. 

29.            MLFlow 30.            An open-source platform for 
managing the ML lifecycle, including 
experiment tracking and model 
versioning. 

31.            Client UI 32.            The graphical interface that allows 
clients to manage local training and view 
logs. 

33.            Server UI 34.            The administrative interface used 
to control the training rounds and 
monitor model updates. 

35.            User UI 36.            The part of the desktop 
application where end users upload 
lesion images and view diagnostic 
results. 
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5.1.5​ Login (LG) 

The login feature allows users to securely access their accounts by entering their 

registered email or phone number along with a password. It verifies the provided credentials 

against the database and grants access if they match. In case of incorrect credentials, 

appropriate error messages are displayed, ensuring security and user guidance 

5.1.6​ Add User (AU)  

The add user feature enables new users to create an account by providing necessary 

information such as full name, username, email, password (and confirmation), and skin color. 

The system validates inputs, checks for existing accounts with the same email, and securely 

hashes the password before saving the user data to the database. In case of invalid inputs or 

duplicate emails, appropriate error messages are shown to guide the user. 

5.2​ Features not to be testes 

  

Feature Reason for Exclusion 

User Interface Theme Customization The visual theme of the interface (e.g., color 

scheme) does not affect system functionality 

and will not be tested in this cycle. 

Multilingual Support The application is only being developed and 

tested in English for this release. 

Database Backup and Restore Backup functionalities are handled manually 

and are not part of the current release scope. 
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5.3​ Item pass / fail criteria 

A test case is considered PASS if the actual result matches the expected result without 

any errors, and all steps complete successfully. 

A test case is considered FAIL if the actual result deviates from the expected result, 

produces an error, or if any step cannot be completed 

5.3.1​ Exit Criteria 

Testing will be considered successful and complete when the following conditions are met: 

●      100% of the planned test cases have been executed 

●      At least 95% of all test cases have passed 

●      All high and medium-priority test cases have passed 

●      No critical bugs remain unresolved 

 

5.4​ References 

[1] ​IS502_Group1_SRS_V2.0, December 12, 2009 << Give reference to your SRS / SDD 

documents 
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5.5​ Test design specifications 

5.1    Login (LG) 

5.1.1.1  Login Button (LG.LOG_B) 

The user can log in to the system by entering their registered credentials (email and 

password) in the login screen. After clicking the "Login" button, the system verifies 

the credentials and grants access to the main page section. 

 1.  5.1.1.2   Sign Up for Register Button (LG.SR_B) 

The user can navigate to the registration page by selecting the "Sign Up" button. On 
this page, the user will provide the necessary details (name, surname, email, skin tone, 
password) to create an account. 

2.  5.1.1.3 Forgot My Password (LG.FP_B) 

The user can recover their password by clicking the "Forgot My Password" button on 

the login screen. The system prompts the user to enter the registered email address to 

send a password reset link 

  

  

1.1.2     Test Cases 
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 3.              Login Button(LOG_B) 

 

TC ID Requirement

s 

Priori

ty 

Scenario Description 

LG.LOG

_B.01 

  

3.1.1 H Enter a valid admin user id and password 

LG.LOG

_B.02 

3.1.2 H Enter a valid email and blank password 

LG.LOG

_B.03 

        ​ 3.1.3 H Enter a invalid email and valid password 

LG.LOG

_B.03 

3.1.4 H Enter a invalid email and invalid password 
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4.               Sign Up for Register Button (LG.SR_B) 

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

5.               

LG.SR_

B 

  

3.2.1 H Click on the “Register” button to register and after 

clicking go to the register page. 

 8.              Forgot My Password (LG.FP_B) 

TC ID Requirement

s 

Priori

ty 

Scenario Description 

9.                

LG.FP_B.
01 

  

3.3.1 H By clicking the "Forgot Password" button, a link will be sent 

to your registered email address. You can use this link to 

securely reset your password. 
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5.2 Register (REG) 

  

2.             5.2.1 Subfeatures to be tested 

1.             5.2.1.1 Minimum Password Length (REG.PW.MIN) 

This subfeature verifies that the password entered by the user is at 

least 4 characters long to ensure security and validation. 

2.             5.2.1.2 Password Confirmation Match (REG.PW.CFM) 

This subfeature checks whether the password and confirm 

password fields match to prevent mistyped passwords during 

registration. 

3.             5.2.1.3 Email Validation (REG.EM) 

This subfeature verifies that the email address entered by the user 

is in a valid email format (e.g., includes @ and domain). 

4.              6.2.1.4 Name Validation (REG.NM) 
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The system will validate the input to ensure it meets a minimum length 

requirement of at least 3 characters. If the input does not meet this 

criterion, an error message will prompt the user to enter a valid input with 

the correct length. 

  

  

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

REG.P

W.01 

  H Enter a password shorter than 4 characters. System 

should reject the input. 

REG.P

W.02 

  H Enter a mismatching password and confirm the 

password. System should show error. 

REG.P

W.03 

  H Enter matching passwords with 4+ characters. 

System should accept the input. 

REG.E

M.01 

  H Enter invalid email (e.g., without '@'). System 

should show validation error. 

REG.E

M.02 

  H Enter valid email (e.g., user@example.com). System 

should accept it. 
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5.              Name Validation (REG.NM) 

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

REG.N

M.01 

3.3.1 M Enter a input smaller than 3 character 

REG.N

M.02 

3.3.2 M Enter a input equal to 3 character 

REG.N

M.03 

3.3.3 M Enter a input longer than 3 character 
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5.3 HOMEPAGE 

3.              5.3.1 Subfeatures to be tested 

1.              5.3.1.1 Upload Photo Button (HM.UP_B) 

When the user clicks on the "UPLOAD PHOTO TO ANALYSE" button, 

the system should allow the user to select the photo on their device. 

  

2.              5.3.1.2 Show Analysis History (HM.SH_B) 

When the user clicks the "SHOW" button, he should be able to view the 

previous analysis history. 

  

  

5.3.1.3 Analyse Photo Button (HM.AN_B) 

When the user clicks the "ANALYZE" button after uploading a valid 

photo, the system should analyze the photo and show the results. 

      ​  

3.              5.3.1.4 Profile Button (HM.EP_B) 

When the user clicks on the "Edit Profile" button to update their profile 

information, they should be able to change and save their information. 
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5.3.1.5 About Us Page Navigation (HM.AU_B) 

      ​ When the user clicks on the "about us" tab, they should be able to 

view information about us. 

  

  

  

5.3.1.6 Contact Us Form (HM.CU_B) 

      ​ The user can fill out the contact form and submit it by clicking on the 

"Contact" tab. 

  

  

  

5.3.1.7 Logout Button (HM.LGOUT.B) 

      ​ The user must end the session when he clicks the "Logout" button. 
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5.3.1.2 Test Cases 

4.              5.3.1.2.1 Upload Photo Button (HM.UP_B) 

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

HM.UP.

0 

  H Upload a valid photo and proceed to analyze 

HM.UP.

1 

  H Upload photo and cancel before analyzing 

HM.UP.

2 

  M Attempt to upload an unsupported file format 

HM.UP.

3 

  L Try to upload photo with file size exceeding limit 
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5.3.1.2.2  Show Analysis History (HM.SH_B) 

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

HM.SH.

0 

  H Show valid analysis history for logged-in user 

HM.SH.

1 

  M Show empty state if no history available 

HM.SH.

2 

  L Handle server error gracefully when fetching 
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5.3.1.2.3 Analyse Photo Button (HM.AN_B) 

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

HM.AN

_B.0 

  H Upload a valid image and analyze successfully 

HM.AN

_B.1 

  H Attempt to analyze without uploading an image 

HM.AN

_B.2 

  H Upload an unsupported file format and analyze 

HM.AN

_B.3 

  H Upload a large file (>5MB) and analyze 

HM.AN

_B.4 

  M Simulate network error during analysis 

HM.AN

_B.5 

  H Analyze image and show result correctly 

HM.AN

_B.6 

  L Verify timeout error if analysis takes too long 
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​   

  

1.              .3.1.2.4 Show Analysis History (HM.SH_B) 

  

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

HM.SH.

0 

  H Show valid analysis history for logged-in user 

HM.SH.

1 

  M Show empty state if no history available 

  

6.3.1.2.5 Profile Button (HM.EP_B) 

  

  

TC ID Requirement

s 

Priori

ty 

Scenario Description 

HM.EP.

0 

  H Verify error messages when fields are left empty 
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HM.EP.

1 

  M Update user profile information successfully 

HM.EP.

2 

  L Attempt to update with invalid data 
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5.6​ Detailed Test Cases 

1.                         5.6.1 LG.LOG_B.01 

TC_ID LG.LOG.01 

Purpose To verify that the login button functions correctly and allows 

users to access their accounts with valid credentials. 

Requiremen

ts 

6.1.1.1 

Priority High. 

Estimated 

Time 

Needed 

1 Minutes 

Dependency Login form should be accessible 

Setup Open the application and navigate to the login form 

Procedure         ​ [A01] Enter a valid email or phone number. 

        ​ [A02] Enter a valid password. 

        ​ [A03] Click the "Login" button. 

                                ​ - 
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Cleanup Clear all input fields 

  

2.                           

1.               LG.SR_B 

TC_ID LG.SR_B.01 

Purpose To verify that the "Sign Up" button redirects users to the 

registration page.. 

Requiremen

ts 

6.1.1.2 

Priority High. 

Estimated 

Time 

Needed 

1 Minutes 

Dependency Login page should be accessible. 

Setup Open the application and navigate to the login page 

Procedure         ​ [A01] Click the "Sign Up" or "Register" button. 

        ​ The user should be redirected to the registration page 
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                                ​ - 

Cleanup No specific cleanup required. 

  

2.               LG.FP_B 

TC_ID LG.FP_B.01 

Purpose To verify that the "Forgot Password" button redirects users to 

the password recovery page. 

Requiremen

ts 

6.1.1.3 

Priority High. 

Estimated 

Time 

Needed 

2 Minutes 

Dependency Login page should be accessible. 

Setup Open the application and navigate to the login page 

Procedure         ​ [A01] Click the "Forgot Password" button. 

        ​ The user should be redirected to the password recovery 

page. 
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                                ​ - 

Cleanup No specific cleanup required. 

  

3.                         5.6.2 REG.VAL.01 

TC_ID REG.VAL.01 

Purpose To verify that the system enforces minimum password length of 

4 characters 

Requiremen

ts 

6.2.1.1 

Priority High. 

Estimated 

Time 

Needed 

3 Minutes 

Dependency Registration form should be accessible 

Setup Open the application and navigate to the registration form 

Procedure         ​ [A01] Enter a valid full name, username, and email 

        ​ [A02] Enter a password with only 3 characters 
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        ​ [A03] Confirm the password with the same 3 

characters 

        ​ [A04] Click the "Register" button 

                                ​ - 

Cleanup Clear all input fields 

  

4.                         7.2 REG.VAL.02 

  

TC_ID REG.VAL.02 

Purpose To verify that mismatching passwords are not accepted 

Requiremen

ts 

6.2.1.2 

Priority High. 

Estimated 

Time 

Needed 

3 Minutes 

Dependency Registration form should be accessible 
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Setup Open the application and navigate to the registration form 

Procedure         ​ [A01] Enter a valid full name, username, and email 

        ​ [A02] Enter password: abcde123 

        ​ [A03] Enter confirm password: abc123 

        ​ [A04] Click the "Register" button 

Cleanup Clear all input fields 

  

   7.2 REG.VAL.03 

  

  

TC_ID REG.VAL.03 

Purpose To ensure that invalid email format is not accepted 

Requirement

s 

6.2.1.3 

Priority High. 
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Estimated 

Time 

Needed 

2 Minutes 

Dependency Registration form should be accessible 

Setup Open the application and navigate to the registration form 

Procedure         ​ [A01] Enter a valid full name, username, and password 

        ​ [A02] Enter email: useremail.com 

        ​ [A03] Confirm password properly 

        ​ [A04] Click the "Register" button 

Cleanup Clear all input fields 

  

5.            

1.              7.2 REG.NM.VAL.04 

  

  

TC_ID REG.NM.03 

Purpose To ensure that invalid name  is not accepted 
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Requiremen

ts 

6.2.1.4 

Priority M. 

Estimated 

Time 

Needed 

2 Minutes 

Dependency Registration form should be accessible 

Setup Open the application and navigate to the registration form 

Procedure         ​ [A01] Enter a valid full name(at least 3 words), and 

password 

        ​ [A02] Enter a valid email 

        ​ [A03] Confirm password properly 

        ​ [A04] Click the "Register" button 

Cleanup Clear all input fields 

  

  

  

6.            
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5.6.3 HM.UP.0 

  

  

TC_ID HM.UP.0 

Purpose To verify that the system allows users to upload a valid photo 

and prepares it for analysis. 

Requiremen

ts 

6.3.1.1 

Priority High. 

Estimated 

Time 

Needed 

2 Minutes 

Dependency User must be logged in and on the main page. 

Setup Open the application and navigate to the home page 

Procedure         ​ [A01] Click the "Upload Photo to Analyse" button 

        ​ [A02] Select a valid image file (e.g., JPG or PNG 

under 5MB) 
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        ​ [A03] Confirm that the image appears in the preview 

section 

  

Cleanup Remove uploaded photo from temporary storage if necessary. 

  

7.            

  

  

  

  

  

  

 5.6.4 HM.AN_B.0 – Analyze Uploaded Photo 

  

  

TC_ID HM.AN_B.0 
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Purpose To verify that the system successfully analyzes a valid uploaded 

image and displays the result. 

Requiremen

ts 

6.3.1.3 

Priority High. 

Estimated 

Time 

Needed 

3 Minutes 

Dependency Valid photo must be uploaded 

Setup Open the homepage and upload a valid photo. 

Procedure         ​ [A01] Click the "Analyze" button 

        ​ [A02] Wait for the analysis to complete 

        ​ [A03] View the analysis results shown on screen 

  

Cleanup Clear displayed results. 

  

 5.6.6 HM.SH.0 – Show Analysis History 

 

 
 Page 

69 
 

  



  

  

TC_ID HM.SH.0 

Purpose To verify that analysis history is retrieved and displayed 

correctly. 

Requiremen

ts 

6.3.1.2 

Priority High. 

Estimated 

Time 

Needed 

2 Minutes 

Dependency At least one past analysis must exist in the database 

Setup Login with a user that has performed analysis before 

Procedure         ​ [A01] Click the "SHOW" button 

        ​ [A02] View the list of previous analysis results 

        ​  
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Cleanup None. 

 

Test Plan Results 

1. Summary of Test Execution 
• Total Test Cases Executed: 15 

• Test Cases Passed: 14 

• Test Cases Failed: 1 

• Test Coverage: %100 

• Overall Success Rate: %93.33 

2. Detailed Results Table 
TC ID Feature Description Result 

LG.LOG_B.01 Login Valid credentials 
login 

Pass 

LG.LOG_B.02 Login Blank password Pass 

LG.LOG_B.03 Login Invalid email & 
password 

Pass 

LG.SR_B.01 Sign Up Navigates to register 
page 

Pass 

LG.FP_B.01 Forgot Password Password reset link 
sent 

Fail 

REG.PW.01 Register Password too short Pass 

REG.PW.02 Register Mismatched 
passwords 

Pass 

REG.PW.03 Register Valid matching 
passwords 

Pass 

REG.EM.01 Register Invalid email format Pass 

REG.NM.03 Register Invalid name Pass 

HM.UP.0 Home - Upload Photo Valid photo upload Pass 

HM.UP.2 Home - Upload Photo Unsupported file 
format 

Pass 

HM.AN_B.0 Home - Analyze 
Photo 

Analyze valid photo Pass 
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HM.AN_B.2 Home - Analyze 
Photo 

Analyze invalid 
format 

Pass 

HM.SH.0 Home - Show History Display previous 
analyses 

Pass 

3. Summary and Recommendations 
During this testing phase, a total of 15 test cases were executed to validate all critical 
functionalities of the application. Fourteen of these passed successfully, while one 
failed—specifically in the password-reset link functionality of the “Forgot Password” 
feature—resulting in an overall success rate of 93.33%. It is recommended to investigate and 
resolve the root cause of that failure to ensure reliable account recovery, to design additional 
negative test scenarios for the photo upload and analysis modules in order to strengthen error 
handling, and to incorporate performance and security testing in the next cycle to assess system 
robustness under load and detect potential vulnerabilities. 

Test coverage for this cycle reached 100%, as all planned test cases were executed and mapped 
to the defined functional requirements. This full coverage confirms that the evaluation 
encompassed the entire scope of the application’s intended functionality and no areas were left 
untested. 

Overall, the application demonstrates stable operation across its core features, with the lone 
exception of the password-reset process. By addressing this issue and carrying out the 
recommended comprehensive tests—including performance and security evaluations—the 
system’s reliability will be enhanced and its readiness for production release assured. 

 

4. Conclusion 
Overall, the application demonstrates stable functionality across its core features, with the 
exception of the password reset process. Addressing this issue and conducting further 
comprehensive testing (including performance and security evaluations) will enhance system 
reliability and readiness for release. 
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